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Data Protection- Guidelines for SVT officers who process personal data. 
Background 
All data controllers (SVT GB&I) have a responsibility under the DPA (Data Protection Act 1998) to ensure appropriate and proportionate security of the personal data they hold. The seventh principle of the DPA says that:
‘Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.’ 

Roles and responsibilities of Data processors

Officers of the Society:

· Any officer of the society processing personal information is a data processor.  Officers of the society may have administration rights to view personal data of members solely for the purposes of their role. Some officers such as the membership secretary, CPD officers and practical exam officers will also have access rights to amend personal data.

· The information contained on the website is held on a secure server maintained by Capability Cloud. However the internet is not a secure medium but officers should ensure they take all reasonable steps to protect data. For example firewalls and malware to personal home computers.  Information should be encrypted or at the very least password protected. The ICO have suggested that for our situation information would be best kept on an encrypted memory stick so the officer has access to it in any location. 


· Officers should be aware of the risk of losing personal data whether stored on a memory stick, laptop or personal computer.

· All officers should undergo information governance training annually. This will normally be undertaken as part of mandatory training within Trusts. 

· Personal data should not be manually transported unnecessarily between sites. If this is required an encrypted memory stick is the most appropriate method. 

· Any paperwork containing personal data must be shredded after use. 

· Bank details of either an individual or the society should not be sent by email but should be confirmed by telephone. 

· Officers should ensure personal details they hold are only used for their intended purposes.

· Personal details should not be given or sold to third parties for marketing purposes. The exception is when we are actively working with a third party for example the conference organisers. Lists may be sent to them to advertise the ASM on our behalf. Only information that is need should be sent. I.e. name and email address.   

· Exam results from Inteleos should be password protected and with minimal identifiable information. The cloud storage used to send these results should also be password protected.


· Personal details should be kept as part of the membership database for 6 years following the end of their last membership year.

· Exam result information may be kept indefinitely. However members do have the right to ask for their details to be deleted. 

· Information should not be kept longer than necessary

· Officers stepping down from their roles will have their access removed. As part of the handover process to their successor they should draw their attention to these guidelines together with the Privacy Policy. 

Individual Members:
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· Members have the right to amend their own personal details for example address but not qualifications through the password protected area of the website. 

Data Breaches 

· Data breaches should be reported to the ICO within 72 hours of discovery using the forms available on the website below. 

https://ico.org.uk/media/for-organisations/documents/personal-data-breach-report-form-web-dpa-2018.doc

· If it is felt that there is a risk to an individual then they should be informed of the data breach.
· Even though the society does not hold any sensitive data any loss of personal data could cause distress to a member. 
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